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Aircrack-ng python ‘bindings’


 [https://pypi.python.org/pypi/pyrcrack]
 [https://travis-ci.org/XayOn/pyrcrack][image: Documentation Status]
 [https://readthedocs.org/projects/pyrcrack/?badge=latest]Simple aircrack-ng implementation in python, giving access to common
commands and way to read its output / control its execution


	Free software: GPL2+c

	Documentation: https://pyrcrack.readthedocs.org.




Features


	Everything works as a context manager

	Aircrack

	Wesside

	Aireplay

	Airodump

	Airmon

	Airdecap






Credits

This package was created with Cookiecutter [https://github.com/audreyr/cookiecutter] and the audreyr/cookiecutter-pypackage [https://github.com/audreyr/cookiecutter-pypackage] project template.
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Installation

At the command line:

$ easy_install pyrcrack





Or, if you have virtualenvwrapper installed:

$ mkvirtualenv pyrcrack
$ pip install pyrcrack
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Usage

To use Aircrack-ng python ‘bindings’ in a project:

import pyrcrack
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Contributing

Contributions are welcome, and they are greatly appreciated! Every
little bit helps, and credit will always be given.

You can contribute in many ways:


Types of Contributions


Report Bugs

Report bugs at https://github.com/XayOn/pyrcrack/issues.

If you are reporting a bug, please include:


	Your operating system name and version.

	Any details about your local setup that might be helpful in troubleshooting.

	Detailed steps to reproduce the bug.






Fix Bugs

Look through the GitHub issues for bugs. Anything tagged with “bug”
is open to whoever wants to implement it.




Implement Features

Look through the GitHub issues for features. Anything tagged with “feature”
is open to whoever wants to implement it.




Write Documentation

Aircrack-ng python ‘bindings’ could always use more documentation, whether as part of the
official Aircrack-ng python ‘bindings’ docs, in docstrings, or even on the web in blog posts,
articles, and such.




Submit Feedback

The best way to send feedback is to file an issue at https://github.com/XayOn/pyrcrack/issues.

If you are proposing a feature:


	Explain in detail how it would work.

	Keep the scope as narrow as possible, to make it easier to implement.

	Remember that this is a volunteer-driven project, and that contributions
are welcome :)








Get Started!

Ready to contribute? Here’s how to set up pyrcrack for local development.


	Fork the pyrcrack repo on GitHub.



	Clone your fork locally:

$ git clone git@github.com:your_name_here/pyrcrack.git







	Install your local copy into a virtualenv. Assuming you have virtualenvwrapper installed, this is how you set up your fork for local development:

$ mkvirtualenv pyrcrack
$ cd pyrcrack/
$ python setup.py develop







	Create a branch for local development:

$ git checkout -b name-of-your-bugfix-or-feature





Now you can make your changes locally.



	When you’re done making changes, check that your changes pass flake8 and the tests, including testing other Python versions with tox:

$ flake8 pyrcrack tests
$ python setup.py test
$ tox





To get flake8 and tox, just pip install them into your virtualenv.



	Commit your changes and push your branch to GitHub:

$ git add .
$ git commit -m "Your detailed description of your changes."
$ git push origin name-of-your-bugfix-or-feature







	Submit a pull request through the GitHub website.








Pull Request Guidelines

Before you submit a pull request, check that it meets these guidelines:


	The pull request should include tests.

	If the pull request adds functionality, the docs should be updated. Put
your new functionality into a function with a docstring, and add the
feature to the list in README.rst.

	The pull request should work for Python 2.6, 2.7, 3.3, 3.4 and 3.5, and for PyPy. Check
https://travis-ci.org/XayOn/pyrcrack/pull_requests
and make sure that the tests pass for all supported Python versions.






Tips

To run a subset of tests:

$ python -m unittest tests.test_pyrcrack
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Credits


Development Lead


	David Francos Cuartero <opensource@davidfrancos.net>






Contributors

None yet. Why not be the first?
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History


0.1.1 2015-01-20


	First upload to pypi






0.1.0 (2015-01-20)


	Implemented main classes as context managers:

	Aircrack

	Wesside

	Aireplay

	Airodump

	Airmon

	Airdecap
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  Source code for pyrcrack.management

#!/usr/bin/env python3
# -*- coding: utf-8 -*-
import re
import os
import subprocess
from contextlib import suppress
from . import Air, PATH, WrongArgument
from subprocess import DEVNULL, Popen


[docs]class Airmon(Air):
    """

        Introduction
        ------------

        Airmon-ng manages monitor mode and virtual monitor interfaces
        As parameter it only accepts the interface, and has three methods
        (start, stop and check).

        As everything else, is a context manager, so you can do:

        ::

            wifi = Airmon().start('wlan0')
            Airmon('smoothie0').stop()
            Airmon('wlan0').check()

        or:

        ::

            with Airmon('wlan0') as f:
                print(f.interface)

    """

    def __init__(self, interface):
        self.interface = interface  #: Wireless interface
        super(self.__class__, self).__init__()

    def _do_action(self, what):
        """
            Execute airmon-ng with MON_PREFIX and PATH set.
            start, stop and check relies on this.
        """
        env = {'PATH': PATH, 'MON_PREFIX': 'smoothie'}
        return subprocess.check_output(["airmon-ng", what,
                                        self.interface], env=env)

[docs]    def start(self):
        """
            Executes

            ::

                airmon-ng  start <WIFI>

            and replaces self.interface with the monitor interface.
        """
        ret = self._do_action('start')

        for asg in re.finditer(r'(.*) on (.*)\)', ret.decode()):
            self.interface = asg.group(2)
            return self.interface


[docs]    def stop(self):
        """
            Stops monitor mode on current interface
            efectively deleting it.

            Previously it was necessary to execute iw dev <iface> del but
            that no longer seems to be the case.

            This won't fail no matter what, so be careful.
        """
        with suppress(subprocess.CalledProcessError):
            self._do_action('stop')


[docs]    def check(self):
        """
            Executes airmon-ng check <interface>, returns output
        """
        return self._do_action('check')




[docs]class Airdecap(Air):
    """
        Introduction
        ------------

        Decrypts a wep / wpa pcap file

        Mandatory arguments are attack type (wep|wpa) and pcap file

        .. param file_:: pcap file to decrypt
        .. param attack:: encryption (wep|wpa)

        Attack is actually used only to enforce correct parameters
        for each attack.

        Allowed arguments are:

        Common:

            Airdecap('wep|wpa', 'foo.cap', l=False, b=False, e=False)

        Wep:

            Airdecap('wep', 'foo.cap', w=False)

        Wpa:

            Airdecap('wep', 'foo.cap', p=False, k=False)

        As with the rest, this can be used as a context manager

    """

    _allowed_arguments = (
        ('l', False),
        ('b', False),
        ('e', False),
    )

    _allowed_arguments_wep = (
        ('w', False),
    )

    _allowed_arguments_wpa = (
        ('p', False),
        ('k', False),
    )

    _allowed_attacks = (
        'wpa', 'wep'
    )

    def __init__(self, attack=False, file_=False, **kwargs):
        self.file_ = file_

        if attack not in self._allowed_attacks:
            raise WrongArgument

        self.attack = attack
        extra = tuple()
        with suppress(AttributeError):
            extra = getattr(self, "_allowed_arguments_{}".format(attack))
        self._allowed_arguments = self._allowed_arguments + \
            extra
        super(self.__class__, self).__init__(**kwargs)

[docs]    def start(self):
        """
            Executes airdecap-ng
        """
        params = self.flags + self.arguments
        line = ["airdecap-ng"] + params + [self.file_]
        self._proc = Popen(line, bufsize=0,
                           env={'PATH': os.environ['PATH']},
                           stderr=DEVNULL, stdin=DEVNULL, stdout=DEVNULL)
        os.system('stty sane')
        return self.result


    @property
    def result(self):
        """
            Path to the generated decrypted pcap file
        """
        parts = self.file_.split('.')
        parts_ = parts[:-1]
        parts_.extend(["{}-dec.{}".format(parts[-2], parts[-1])])
        return '.'.join(parts_)
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  Source code for pyrcrack.cracking

#!/usr/bin/env python3
# -*- coding: utf-8 -*-
"""

    Cracking utilities
    ----------------

    This module contains everything related to cracking.
    Actually, this makes:

        - Aircrack
        - Wesside

    That's so because wesside has its own cracking option.

"""
import os
import re
from . import Air, WrongArgument
from subprocess import Popen, DEVNULL, PIPE
from contextlib import suppress


[docs]class Aircrack(Air):
    """
        Introduction
        ------------


        Aircrack-ng is a powerful wireless cracking tool.
        Supporting two main attack types (against wep or wpa) it accepts
        different options for each.

        That means you'll only be able to use specific options for specific
        attacks.

        .. param attack: Chosen attack (wep|wpa)
        .. param file_: CAP or IVS file to crack

        The rest of the params are gotten using *args, **kwargs magic,
        so you'll need to manually consult them here.

        General options (Note that you can combine these with wpa or wep)

        ::

            Aircrack('wep|wpa', 'file_foo.ivs', a=false, essid=false,
                     bssid=false, p=false, E=false, q=false, combine=false,
                     l=false, w=false)

        WEP options:

        ::

            Aircrack('wep', 'file_foo.ivs' c=False, t=False, h=False,
                      debug=False, m=False, n=False, i=False, f=False,
                      k=False, x=False, x1=False, x2=False, X=False,
                      y=False, K=False, s=False, M=False, wep_decloack=False,
                      ptw_debug=False, oneshot=False)

        WPA options:

        ::

            Aircrack('wpa', 'file_foo.cap', S=False, r=False)


        Don't forget these are context managers, but also can be called
        manually

        ::

            foo = Aircrack('wpa', 'file')
            foo.start()
            time.sleep(1000)
            print(foo.result)
            foo.stop()

        ::

            with Aircrack('wpa', 'foo'):
                time.sleep(1000)
                print(_.result)

     """

    _stop = False
    _allowed_arguments = (
        ('a', False),
        ('essid', False),
        ('bssid', False),
        ('p', False),
        ('q', False),
        ('combine', False),
        ('E', False),
        ('l', False),
        ('w', False),
    )

    _allowed_arguments_wep = (
        ('c', False),
        ('t', False),
        ('h', False),
        ('debug', False),
        ('m', False),
        ('n', False),
        ('i', False),
        ('f', False),
        ('k', False),
        ('x', False),
        ('x1', False),
        ('x2', False),
        ('X', False),
        ('y', False),
        ('K', False),
        ('s', False),
        ('M', False),
        ('wep_decloack', False),
        ('ptw_debug', False),
        ('oneshot', False)
    )

    _allowed_arguments_wpa = (
        ('S', False),
        ('r', False),
    )

    _allowed_attacks = (
        'wpa', 'wep'
    )

    def __init__(self, attack=False, file_=False, **kwargs):
        self.file_ = file_

        if attack not in self._allowed_attacks:
            raise WrongArgument

        self.attack = attack
        extra = tuple()
        with suppress(AttributeError):
            extra = getattr(self, "_allowed_arguments_{}".format(attack))
        self._allowed_arguments = self._allowed_arguments + \
            extra
        super(self.__class__, self).__init__(**kwargs)

[docs]    def start(self):
        """
            Start process.
        """
        params = self.flags + self.arguments
        line = ["aircrack-ng"] + params + [self.file_]
        self._proc = Popen(line, bufsize=0,
                           env={'PATH': os.environ['PATH']},
                           stderr=DEVNULL, stdin=DEVNULL, stdout=DEVNULL)
        os.system('stty sane')




[docs]class Wesside(Air):
    """
        Introduction
        ------------

        Wesside-ng is an auto-magic tool to obtain a WEP key
        with as less interaction from the user as possible.

        The only actual required option is the interface,
        as if no interface specified, it'll try to crack any.

        This is only for WEP networks and does not need anything
        out of the ordinary

        Usage example:

        ::

            Wesside('mon0', n="192.168.1.3", m="192.168.1.2",
                    a="aa:bb:cc:dd:ee:ff", c=False, p=128, v="WLAN_FOO",
                    t=10000, f=11)


        Don't forget these are context managers, but also can be called
        manually

        ::

            foo = Wesside('mon0', n="192.168.1.3", m="192.168.1.2",
                          a="aa:bb:cc:dd:ee:ff", c=False, p=128,
                          v="WLAN_FOO", t=10000, f=11)

            foo.start()
            time.sleep(1000)
            print(_.result)
            foo.stop()

        ::

            with Wesside('mon0', n="192.168.1.3", m="192.168.1.2",
                          a="aa:bb:cc:dd:ee:ff", c=False, p=128,
                          v="WLAN_FOO", t=10000, f=11):
                time.sleep(1000)
                print(_.result)



    """

    _stop = False

    _allowed_arguments = (
        ('n', False),
        ('m', False),
        ('a', False),
        ('c', False),
        ('p', False),
        ('v', False),
        ('t', False),
        ('f', False),
    )

    def __init__(self, interface=False, **kwargs):
        self.interface = interface
        super(self.__class__, self).__init__(**kwargs)

[docs]    def start(self):
        """
            Start process.
        """
        params = self.flags + self.arguments
        line = ["wesside-ng"] + params + ["-i", self.interface]
        self._proc = Popen(line, bufsize=0,
                           env={'PATH': os.environ['PATH']},
                           stderr=DEVNULL, stdin=DEVNULL, stdout=PIPE)
        os.system('stty sane')


    @property
    def result(self):
        """
            Searches for a key in wesside-ng's output to stdout.
        """
        with suppress(IndexError):
            data = self._proc.communicate().decode()
            return re.match("KEY=\((.*)\)", data).groups()[0]
        return False
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pyrcrack package



Submodules





pyrcrack.cracking module



Cracking utilities


This module contains everything related to cracking.
Actually, this makes:




		Aircrack


		Wesside









That’s so because wesside has its own cracking option.



		
class pyrcrack.cracking.Aircrack(attack=False, file_=False, **kwargs)[source]


		Bases: pyrcrack.Air


Aircrack-ng is a powerful wireless cracking tool.
Supporting two main attack types (against wep or wpa) it accepts
different options for each.


That means you’ll only be able to use specific options for specific
attacks.


The rest of the params are gotten using *args, **kwargs magic,
so you’ll need to manually consult them here.


General options (Note that you can combine these with wpa or wep)


Aircrack('wep|wpa', 'file_foo.ivs', a=false, essid=false,
         bssid=false, p=false, E=false, q=false, combine=false,
         l=false, w=false)






WEP options:


Aircrack('wep', 'file_foo.ivs' c=False, t=False, h=False,
          debug=False, m=False, n=False, i=False, f=False,
          k=False, x=False, x1=False, x2=False, X=False,
          y=False, K=False, s=False, M=False, wep_decloack=False,
          ptw_debug=False, oneshot=False)






WPA options:


Aircrack('wpa', 'file_foo.cap', S=False, r=False)






Don’t forget these are context managers, but also can be called
manually


foo = Aircrack('wpa', 'file')
foo.start()
time.sleep(1000)
print(foo.result)
foo.stop()






with Aircrack('wpa', 'foo'):
    time.sleep(1000)
    print(_.result)







		
start()[source]


		Start process.















		
class pyrcrack.cracking.Wesside(interface=False, **kwargs)[source]


		Bases: pyrcrack.Air


Wesside-ng is an auto-magic tool to obtain a WEP key
with as less interaction from the user as possible.


The only actual required option is the interface,
as if no interface specified, it’ll try to crack any.


This is only for WEP networks and does not need anything
out of the ordinary


Usage example:


Wesside('mon0', n="192.168.1.3", m="192.168.1.2",
        a="aa:bb:cc:dd:ee:ff", c=False, p=128, v="WLAN_FOO",
        t=10000, f=11)






Don’t forget these are context managers, but also can be called
manually


foo = Wesside('mon0', n="192.168.1.3", m="192.168.1.2",
              a="aa:bb:cc:dd:ee:ff", c=False, p=128,
              v="WLAN_FOO", t=10000, f=11)

foo.start()
time.sleep(1000)
print(_.result)
foo.stop()






with Wesside('mon0', n="192.168.1.3", m="192.168.1.2",
              a="aa:bb:cc:dd:ee:ff", c=False, p=128,
              v="WLAN_FOO", t=10000, f=11):
    time.sleep(1000)
    print(_.result)







		
result


		Searches for a key in wesside-ng’s output to stdout.









		
start()[source]


		Start process.



















pyrcrack.management module



		
class pyrcrack.management.Airdecap(attack=False, file_=False, **kwargs)[source]


		Bases: pyrcrack.Air


Decrypts a wep / wpa pcap file


Mandatory arguments are attack type (wep|wpa) and pcap file


Attack is actually used only to enforce correct parameters
for each attack.


Allowed arguments are:


Common:



Airdecap(‘wep|wpa’, ‘foo.cap’, l=False, b=False, e=False)



Wep:



Airdecap(‘wep’, ‘foo.cap’, w=False)



Wpa:



Airdecap(‘wep’, ‘foo.cap’, p=False, k=False)



As with the rest, this can be used as a context manager



		
result


		Path to the generated decrypted pcap file









		
start()[source]


		Executes airdecap-ng















		
class pyrcrack.management.Airmon(interface)[source]


		Bases: pyrcrack.Air


Airmon-ng manages monitor mode and virtual monitor interfaces
As parameter it only accepts the interface, and has three methods
(start, stop and check).


As everything else, is a context manager, so you can do:


wifi = Airmon().start('wlan0')
Airmon('smoothie0').stop()
Airmon('wlan0').check()






or:


with Airmon('wlan0') as f:
    print(f.interface)







		
check()[source]


		Executes airmon-ng check <interface>, returns output









		
interface = None


		Wireless interface









		
start()[source]


		Executes


airmon-ng  start <WIFI>






and replaces self.interface with the monitor interface.









		
stop()[source]


		Stops monitor mode on current interface
efectively deleting it.


Previously it was necessary to execute iw dev <iface> del but
that no longer seems to be the case.


This won’t fail no matter what, so be careful.

















pyrcrack.replaying module


Replaying options



		
class pyrcrack.replaying.Aireplay(attack=False, interface=False, **kwargs)[source]


		Bases: pyrcrack.Air


TODO



		
scan()[source]


		Get next result: implement in childrens
Both this and previous one must be
responsible for duplicates









		
start(_=False)[source]


		Start process.
psutil sends an argument (that we don’t actually need...)
interface defaults to monitor interface 0 as started by Airmon









		
watch_process()[source]


		Watcher thread.
This one relaunches airodump eatch time it dies until
we call stop()

















pyrcrack.scanning module


Scanning functions



		
class pyrcrack.scanning.Airodump(interface=False, **kwargs)[source]


		Bases: pyrcrack.Air


TODO


This accepts the following parameters from airodump-ng’s help.



		ivs


		gpsd


		beacons


		manufacturer


		uptime


		ignore_negative_one


		a


		showack


		h


		f


		update


		berlin


		r


		x


		encrypt


		netmask


		bssid


		essid


		output_format


		write


		essid_regex






		
clients


		Returns currently reported clients









		
scan()[source]


		Get next result: implement in childrens
Both this and previous one must be
responsible for duplicates









		
start(_=False)[source]


		Start process.
psutil sends an argument (that we don’t actually need...)
interface defaults to monitor interface 0 as started by Airmon









		
stop()[source]


		Stop proc.









		
tree


		Returns currently reported aps









		
update_results()[source]


		Updates self.clients and self.aps









		
watch_process()[source]


		Watcher thread.
This one relaunches airodump eatch time it dies until
we call stop()

















Module contents


Aircrack-ng basic attacks
This module handles as gracefully as it can be common
aircrack-ng commands.



		
class pyrcrack.Air(**kwargs)[source]


		Bases: object


This is the base class for most aircrack-ng classes.
Used mainly because its argument handling and writepath.



		
arguments


		Return arguments
yields a tuple









		
curr_csv


		Return current execution’s csv location









		
current_execution


		Returns current execution number formatted for usual
aircrack output









		
flags


		Returns flags
yields a tuple









		
stop()[source]


		Stop proc.









		
writepath


		Where to write things to.















		
exception pyrcrack.LaunchError[source]


		Bases: Exception


Generic process launch error









		
pyrcrack.PATH = '/home/docs/checkouts/readthedocs.org/user_builds/pyrcrack/envs/0.1.1/bin:/usr/local/sbin:/usr/local/bin:/usr/sbin:/usr/bin:/sbin:/bin'


		TODO: Make this configurable









		
exception pyrcrack.WrongArgument[source]


		Bases: Exception


Wrong argument has been passed to a call









		
pyrcrack.format_arg(arg)[source]
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  Source code for pyrcrack.replaying

#!/usr/bin/env python3
# -*- coding: utf-8 -*-
"""
    Replaying options
"""
import os
import time
import psutil
import threading
from . import Air, WrongArgument
from subprocess import Popen, DEVNULL
from contextlib import suppress


[docs]class Aireplay(Air):
    """
    TODO
    """

    _stop = False
    _allowed_arguments = (
        ('b', False),
        ('d', False),
        ('s', False),
        ('m', False),
        ('n', False),
        ('u', False),
        ('v', False),
        ('t', False),
        ('f', False),
        ('w', False),
        ('D', False),
        ('x', False),
        ('p', False),
        ('a', False),
        ('c', False),
        ('h', False),
        ('g', False),
        ('F', False),
        ('ignore_negative_one', True),
        ('R', False)
    )

    _allowed_arguments_fakeauth = (
        ('e', False),
        ('o', False),
        ('q', False),
        ('Q', False),
        ('y', False),
        ('T', False)
    )
    _allowed_arguments_arpreplay = (
        ('j', False),
    )
    _allowed_arguments_fragment = (
        ('k', False),
        ('l', False)
    )

    _allowed_attacks = (
        'deauth', 'fakeauth', 'interactive', 'arpreplay',
        'chopchop', 'fragment', 'caffe_latte', 'cfrag', 'migmode')

    def __init__(self, attack=False, interface=False, **kwargs):
        self.interface = interface

        if attack not in self._allowed_attacks:
            raise WrongArgument

        self.attack = attack
        extra = tuple()
        with suppress(AttributeError):
            extra = getattr(self, "_allowed_arguments_{}".format(attack))
        self._allowed_arguments = self._allowed_arguments + \
            extra + (attack, False),
        kwargs[attack] = True
        super(self.__class__, self).__init__(**kwargs)

[docs]    def scan(self):
        """
            Get next result: implement in childrens
            Both this and previous one must be
            responsible for duplicates
        """
        self.start()
        while not os.path.exists(self.curr_csv):
            time.sleep(5)


[docs]    def watch_process(self):
        """
            Watcher thread.
            This one relaunches airodump eatch time it dies until
            we call stop()
        """
        psutil.wait_procs([psutil.Process(self._proc.pid)],
                          callback=self.start)


[docs]    def start(self, _=False):
        """
            Start process.
            psutil sends an argument (that we don't actually need...)
            interface defaults to monitor interface 0 as started by Airmon
        """
        if not self._stop:
            self._current_execution += 1
            params = self.flags + self.arguments
            line = ["aireplay-ng"] + params + [self.interface]
            self._proc = Popen(line, bufsize=0,
                               env={'PATH': os.environ['PATH']},
                               stderr=DEVNULL, stdin=DEVNULL, stdout=DEVNULL)
            os.system('stty sane')

        time.sleep(5)
        watcher = threading.Thread(target=self.watch_process)
        watcher.start()
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  Source code for pyrcrack

#!/usr/bin/env python3
# -*- coding: utf-8 -*-
"""
    Aircrack-ng basic attacks
    This module handles as gracefully as it can be common
    aircrack-ng commands.
"""

import os
import tempfile
import logging

__version__ = "0.1.1"

logging.basicConfig(level=logging.INFO)

PATH = os.environ['PATH']  #: TODO: Make this configurable


[docs]def format_arg(arg):
    if len(arg) > 1:
        return "--{}".format(arg)
    else:
        return "-{}".format(arg)



[docs]class LaunchError(Exception):
    """
        Generic process launch error
    """
    pass



[docs]class WrongArgument(Exception):
    """
        Wrong argument has been passed to a call
    """
    pass



[docs]class Air:
    """
        This is the base class for most aircrack-ng classes.
        Used mainly because its argument handling and writepath.
    """
    _writepath = False
    _allowed_arguments = False
    _current_execution = 0
    _proc = False
    _exec_args = {}

    def __init__(self, **kwargs):
        """
            We actually allow only kwargs.
            The arguments must be implicit
            to the action...
        """
        for arg in kwargs:
            if arg not in dict(self._allowed_arguments):
                raise WrongArgument()
        self._exec_args = kwargs.items()

    @property
    def flags(self):
        """
            Returns flags
            yields a tuple
        """
        return [format_arg(arg) for arg, value in self._exec_args
                if isinstance(value, bool)]

    @property
    def arguments(self):
        """
            Return arguments
            yields a tuple
        """
        result = []
        for arg, value in self._exec_args:
            if not isinstance(value, bool):
                result.extend([format_arg(arg), value])
        return result

    @property
    def writepath(self):
        """
            Where to write things to.
        """
        if not self._writepath:
            tmpdir = tempfile.mkdtemp()
            pid = os.getpid()
            name = "{}_{}".format("airodump", pid)
            self._writepath = os.path.join(tmpdir, name)
        return self._writepath

    @property
    def current_execution(self):
        """
            Returns current execution number formatted for usual
            aircrack output
        """
        return str(self._current_execution).zfill(2)

    @property
    def curr_csv(self):
        """
            Return current execution's csv location
        """
        return "{}-{}.csv".format(self.writepath, self.current_execution)

[docs]    def stop(self):
        """
            Stop proc.
        """
        self._stop = True
        return self._proc.kill()


    def __enter__(self, *args, **kwargs):
        self.start(*args, **kwargs)
        return self

    def __exit__(self, *args, **kwargs):
        self.stop()
        return self
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  Source code for pyrcrack.scanning

#!/usr/bin/env python3
# -*- coding: utf-8 -*-
"""
    Scanning functions
"""
import os
import csv
import time
import psutil
import threading
from . import Air
from io import StringIO
from subprocess import Popen, DEVNULL


[docs]class Airodump(Air):
    """

        TODO

        This accepts the following parameters from airodump-ng's help.

        * ivs
        * gpsd
        * beacons
        * manufacturer
        * uptime
        * ignore_negative_one
        * a
        * showack
        * h
        * f
        * update
        * berlin
        * r
        * x
        * encrypt
        * netmask
        * bssid
        * essid
        * output_format
        * write
        * essid_regex
     """

    _aps = []
    _clients = []
    _stop = False
    _allowed_arguments = (
        ('ivs', False),
        ('gpsd', False),
        ('beacons', False),
        ('manufacturer', False),
        ('uptime', False),
        ('ignore_negative_one', False),
        ('a', False),
        ('showack', False),
        ('h', False),
        ('f', False),
        ('update', False),
        ('berlin', False),
        ('r', False),
        ('x', False),
        ('encrypt', False),
        ('netmask', False),
        ('bssid', False),
        ('essid', False),
        ('output_format', False),
        ('write', False),
        ('essid_regex', False))

    def __init__(self, interface=False, **kwargs):
        self.interface = interface
        super(self.__class__, self).__init__(**kwargs)

    @property
    def tree(self):
        """
            Returns currently reported aps
        """
        keys = [
            'FirstTimeSeen',
            'LastTimeSeen',
            'channel',
            'Speed',
            'Privacy',
            'Cipher',
            'Authentication',
            'Power',
            'beacons',
            'IV',
            'LANIP',
            'IDlength',
            'ESSID',
            'Key']

        c_keys = [
            'Station MAC',
            'FirstTimeSeen',
            'LastTimeSeen',
            'Power',
            'Packets',
            'BSSID',
            'ProbedESSIDs'
        ]

        self.update_results()
        aps = {}
        for ap_ in self._aps:
            bssid = ap_.pop(0)
            aps[bssid] = dict(zip(keys, ap_))
            aps[bssid]['clients'] = []

            for client in self.clients:
                if client[0] == bssid:
                    aps[bssid]['clients'].append(dict(zip(c_keys, client)))
        return aps

    @property
    def clients(self):
        """
            Returns currently reported clients
        """
        self.update_results()
        return self._clients

[docs]    def scan(self):
        """
            Get next result: implement in childrens
            Both this and previous one must be
            responsible for duplicates
        """
        self.start()
        while not os.path.exists(self.curr_csv):
            time.sleep(5)


[docs]    def watch_process(self):
        """
            Watcher thread.
            This one relaunches airodump eatch time it dies until
            we call stop()
        """
        psutil.wait_procs([psutil.Process(self._proc.pid)],
                          callback=self.start)


[docs]    def start(self, _=False):
        """
            Start process.
            psutil sends an argument (that we don't actually need...)
            interface defaults to monitor interface 0 as started by Airmon
        """
        if not self._stop:
            self._current_execution += 1
            flags = self.flags
            if '--write' not in flags:
                flags.extend(['--write', self.writepath])
            if '--output-format' not in flags:
                flags.extend(['--output-format', 'csv'])
            line = ["airodump-ng"] + flags + self.arguments + [self.interface]
            self._proc = Popen(line, bufsize=0,
                               env={'PATH': os.environ['PATH']},
                               stderr=DEVNULL, stdin=DEVNULL, stdout=DEVNULL)
            os.system('stty sane')

        time.sleep(5)
        watcher = threading.Thread(target=self.watch_process)
        watcher.start()


[docs]    def stop(self):
        """
            Stop proc.
        """
        self._stop = True
        return self._proc.kill()


[docs]    def update_results(self):
        """
            Updates self.clients and self.aps
        """
        clis = []
        aps = []

        with open(self.curr_csv) as fileo:
            file_ = fileo.readlines()
            file_enum = enumerate(file_)
            num = 0
            for num, line in file_enum:
                if line.startswith('BSSID'):
                    continue
                if line.startswith('Station'):
                    num += 1
                    break
                aps.append(line)
            for line in file_[num:]:
                clis.append(line)

        def clean_rows(reader):
            """
                Airodump-ng's csv info comes a bit unclean.
                Strip each line of its extra blank spaces
            """
            return [[a.strip() for a in row] for row in reader if row]

        self._aps = clean_rows(csv.reader(StringIO('\n'.join(aps))))
        self._clients = clean_rows(csv.reader(StringIO('\n'.join(clis))))
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